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O Polycom' | Support

HOME LICENSING & PRODUCT RE! ATION SELF-SERVICE ACCOUNT M SENMENT DOCUMER

2 Support Home = Documents & Software = Telepresence And Video
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Telepresence and Video 7. Telepresence and Video

Manageability Instrumentation Lreciiive CoNection

ATX 300 S
ATX 300
CX Series +
Executive Collection + L
CX7000 Cxa000
HDX Series +

Conta

Executive Collection Floor Systems Executive Collection Wall Systems
MSR Series +
HDX Series
OTKHD +
HDX 4000 HDX 9000
Polycom Pano HDX 6000 Celling Microphane Array
HDX 7000 Practitioner Cart HDX Unit
olycom Trio 8800
Polycom Trio 8800 HDX 2000

PowerCam Presenter
Manageability Instrumeniation
PUX

Wanageability Instrumentation
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Notes

A critical vulnerability has been discovered in the Polycom shell (psh) functionality on the HDX's
diagnostics port (port tepf23). This vulnerability could allow a remote attacker to execute arbitrary cod
the HDX, which could lead to complete compromise of the system. HDX Hoffix version 3.1.11-02
addresses this vulnerability.

EagleEye Director 2.0 is supported with HDX system version 3.1.1 or later only

HDX system version 3.1.0.1 supports EagleEye Director 1.0 only

Use this software (2.6.1.3) as an intermediate step to upgrade an HDX system from version 2.0.3 or
earlier, to any later versions. Upgrade to 2.6.1.3 first, then upgrade to the current version

Current Releases Previous Releases Documentation

Software
I

e on

All HDX software versions after Version 3.1.3.2 contain the 3rd party software Heartbleed vulnerability fix

Product Hame Release Date

HDX Hotfix Version 3.1.11-02 Software 4 104 MB
People+Content IP 1.3.1 4 6.9 MB Oct 15, 2015
HDX Version 3.1.11 Software 4 103.53 MB Jun 24, 2016
L Gl=P blatas (BOCY
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4. SFLSGBE)DN -T2 Z2HE /1 EIRT 3155 (E. Previous Releases #7vILET

Notes

A critical vulnerability has been discovered in the Polycom shell (psh) functionality on the HDX's
diagnostics port (port tep/23). This vulnerability could allow a remote attacker to execute arbitrary code on
the HDX, which could lead to complete compromise of the system. HDX Hotfix version 3.1.11-02
addresses this vulnerability.

EagleEye Director 2.0 is supported with HDX system version 3.1.1 or later only
HDX system version 3.1.0.1 supports EagleEye Director 1.0 only
AllHDX sofiware versions after Version 3.1.3.2 contain the 3rd party software Heartbleed vulnerability fix.

Use this software (2.6.1.3) as an intermediate step to upgrade an HDX system from version 2.0.3 or
earlier, to any later versions. Upgrade to 2.6.1.3 first, then upgrade to the current version.

Current Rele Documentation
Softw
Product Name ottware Release Date
Download
HDX Hotfix Version 3.1.11-02 Software 4 104 MB Nov 15, 2017
People+Content IP 1.3.1 4 6.9 MB Oct 15, 2015
HDX Version 3.1.11 Software 4 103.8 MB Jun 24, 2016
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5. TOXvt—IHFRRENS, “Accept Agreement’zIwILET

EXPORT RESTRICTIONS.

Polycom, its employees and its agents are subject to U5, export control laws that prohibit or restrict {i) transactions with certain parties, and {ii)
the type and level of technologies and services that may be exported. You agree to comply fully with all laws and regulaticns of the United
States and other countries (Export Laws) to assure that neither the Software, nor any direct products thereof are (1) exported, directly or
indirectly, in violation of Export Laws, or (2) are used for any purpose prohibited by Export Laws, including, without limitation, nudlear,
chemical, or biclogical weapons proliferation.

Mone of the Software or underlying information or technology may be downloaded or otherwise exported or re-exported (i) into (orto a
national or resident ofy Cuba, North Korea, Iran, Sudan, Syria or any other country to which the U.S. has embargoed goo i) to anyone on
the U.S. Tressury Department’s List of Specially Designated Mationals or the U.5. Commerce Department’s Denied Persons List, Unverified List,
Entity List, Monproliferation Sanctions or General Orders. By downloading or using the Software, you are agreeing to the foregeing and you
are representing and wamanting that you are not located in, under the control of, or a national or resident of any such country or on any such
list, and that you adinowledge you are responsible to obtain any necessary U.S. government authorizaticn to ensure compliance with U.S.

law.

IAccept r\greementl
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polycom-hdx-hf-3.1.11_02-53055.pup %5 <_r

ROZFALERCDELTWET:
|| polycom-hdx-hf-3.1.11_02-53055.pup

7 ILAEF: pup File (104 MB)
7 A ISR http://downloads. polycom.com
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|_] polycom-hdx-hf-3.1.11_02-53055.pup ~ 2017/11/17 14:3¢ PUP Z7 L 106,338 KB
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: START: Polycom system updater starting - launch mode: production
: TMPMTFILESYS: Mounting FACTORY filesystem

: CHECKFACT: Checking FACTORY filesystem

: CHECKUBOOT: Checking boot loader

CHECKRM: Checking recovery mode image

: UPDATERM: Updating recovery mode image

CHECKRMK: Checking recovery mode kernel

: CHECKRMDTB: Checking recovery mode device tree blob

: UPDATEAUX: Updating the AUXBOOT partition

: UPDATERQOT: Updating ROOT filesystem
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